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GraphQL in Pills

Describe your data

type Project |
name: String
tagline: String
contributors: [User]
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GraphQL in Pills

Ask for what you want

project(name: "GraphQL") {
tagline
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GraphQL in Pills

Get predictable results

‘project”: {

‘tagline”. "A query language for APIs'
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GraphQL in Action

Request

POST /graphgl HTTP/1.1
Host: domain2.local:8080
User-Agent: Mozilla/5.0 ...
Accept: application/json

{"query""query testCORS {
allDogsi
name
}
I,
‘variables”null,
‘operationName"."testCORS']

' )(I‘ : S

-
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GraphQL in Action

Response

HTTP/1.1200 OK
Connection: close
Content-Type: application/json

{"data"{"allDogs"[{"name"."Abi'l,..

InQL: GraphQL security testing made easy! - https./www.doyensec.com ¥ https.//graphql.org/



https://www.doyensec.com
https://www.doyensec.com
https://www.doyensec.com
https://graphql.org/
https://graphql.org/
https://graphql.org/

GraphQL Vulnerabilities

» Missing Authentication/Authorization
» Resource Exhaustion

* Information Exposure
* IDOR
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options InQL Scanner
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Queries, Mutations an d Subscriptions

InQL in Action
Introspection GraphQL

1. Query introspection endpoint

2. Generate APl documentation

3. Blackbox approach |
4. \Works offline l
5. Burp plugin and python package
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INQL in Action
Detect GraphQL Endpoints

1. Active Scanner Support
2. Passive Scanner Support
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INQL in Action

Send to Repeater

1. Generates H 1 [P Header
2. Automatic Authentication
3. Custom Header Support
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Queries, Mutations and Subscriptions
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